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1. Purpose
This policy establishes the technical and administrative safeguards required to protect the organization’s networks, devices, and data from unauthorized access, disclosure, alteration, or destruction. Nonprofits face significant cyber risks, including data breaches, ransomware, and phishing attacks, making structured protection essential. 
2. Scope
This policy applies to:
· All board members, volunteers, contractors, and partners
· All devices accessing organizational data (laptops, phones, cloud systems)
· All systems including email, cloud storage, donor/student data, and internal documents
3. Data Classification
The organization maintains three categories of data:
· Public Data – Website content, public reports
· Internal Data – Operational documents, program materials
· Confidential Data – Student information, donor information, volunteer records, financial documents Nonprofits must inventory and classify data to understand what is collected, where it is stored, and who is responsible for it. 
4. Network Security Controls
4.1 Secure Access
· Multi‑factor authentication (MFA) required for all cloud systems
· Strong passwords (minimum 12 characters)
· Automatic lockout after failed login attempts
4.2 Device Security
· All devices must use updated antivirus and security patches
· Lost or stolen devices must be reported immediately
· Personal devices must follow security guidelines before accessing data (a nonprofit best practice). 
4.3 Wi‑Fi Security
· Organization Wi‑Fi must use WPA3 encryption
· Guest networks must be isolated from internal systems
5. Data Security Controls
5.1 Data Storage
· Confidential data stored only in approved cloud systems (Google Workspace or Microsoft 365 recommended for nonprofits due to built‑in security). 
· No local storage of confidential data unless encrypted
5.2 Data Sharing
· Confidential data shared only on a need‑to‑know basis
· Data must be anonymized before sharing externally when possible
· Staff must follow a written data‑sharing policy defining what can and cannot be shared. 
5.3 Data Retention
· Confidential data retained only as long as necessary
· Secure deletion required for expired or unnecessary data
6. Email & Communication Security
Email is the primary attack vector for nonprofits. Required controls:
· Mandatory phishing‑awareness training
· Automatic spam/malware filtering
· No clicking unknown links or attachments
· Verification required for financial or sensitive requests
7. Incident Response
If a breach or suspicious activity occurs:
1. Immediately notify the designated security officer
2. Disconnect affected devices from the network
3. Document the incident
4. Reset credentials
5. Notify affected individuals if required by law Nonprofits must assess risks and prepare for breaches due to high likelihood and impact. 
8. Vendor & Third‑Party Security
· Vendors must use secure data‑handling practices
· Cloud providers must meet industry security standards
· Access must be revoked when contracts end
9. Training Requirements
· Annual cybersecurity training for all board members and volunteers
· Mandatory training before system access (recommended for nonprofits). 
10. Policy Review
This policy must be reviewed annually or after any major incident.
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